MAMSATKA
JIJISI OBYUAIOIIIUXCA
Ob HH®OPMAIIMOHHOM BE30ONMACHOCTH JETEN

HEJIb3A

1. Bcem mompsi cooOmarh CBOK YacTHYI MHpOpManuio (HacTosmue uMs, hamwimro, TenedoH, aapec,
HOMEDp HIKOJIBI, a TaKXke (hoTorpaduu CBOH, CBOCH CEMbU U JIpy3eil).

2. OTKpBIBaTh BIOKEHHBIE (DaliiIbl AIEKTPOHHON MOYTHI, KOT/Ia HE 3HACIIb OTIIPABUTEII.

3. I'pyOuts, npuauparthcs, OKa3bIBaTh AABJICHHUE - BECTH C€0s1 HEBEXKIIMBO U arPECCUBHO.

4. He pacriopspkaiicst JeHbI'aMH TBOCH CeMbH 0€3 pa3pellIeHHsI CTapIInX - BCeT1a CIpaluBail poaUTEIICH.
5. He Bcrpeualicsa ¢ VIHTepHET-3HAKOMBIMHY B PEAIIBHOW JKU3HU - IIOCOBETYMCS CO B3POCIBIM, KOTOPOMY
JOBepsielIb.

OCTOPOXKHO

1. He Bce numyt npasny. Yutaeus o cedbe Henpasay B HTepHeTe - cO00IIM 00 ’TOM CBOUM POIUTEINSM
VI OIIEKYHAM.

2. llpurnamaroT nepenuchBaThCs, UTPaTh, 0OOMEHUBATHCS - MPOBEPD, HET JIU MOJIBOXA.

3. Hesakonnoe konupoBanue (aiioB B IHTepHETE — BOPOBCTBO.

4. Bcerna pacckasbiBail B3pOCIIBIM O IIpoOiieMaxX B CETH - OHU BCEra MOMOTYT;

5. Ucnonb3yit HacTpoiiku 6€30aCHOCTH ¥ IPUBATHOCTH, YTOOBI HE MOTEPATH CBOU aKKAyHThI B COLICETAX
U IpyTUX Moprajax.

MOXHO

1. YBaxaii Ipyrux nojib30Baresieu.

2. Ilonp3yenibest IHTEpHET-UCTOUHUKOM - JIeaid CChUIKY Ha HETO.

3. OTKpbIBaii TONBKO T€ CCHUIKH, B KOTOPBIX YBEPEH.

4. O0marbcs 3a MOMOIIBIO B3POCIIBIM - POJUTEIIHN, ONIEKYHBI U a/IMUHUCTpALMsI CAlTOB BCErJa IOMOTYT.
5. Ipoiian oO6ydenue Ha caiite "CeTeBUYOK" U MOTY4YH MacnopT HU(POBOro rpaxkaaHruHal




NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOIIUXCA 1JIA PASMEIIEHUSA
HA OOUIINAJIBHBIX UHTEPHET-PECYPCAX

C KaXXIbIM T'OJ0OM MOJIOACKHU B HHTCPHCTC CTAHOBUTLCA 60.]1}3]_[16, a IIKOJbHHUKH OJHH H3 CaMbIX
aKTMBHBIX IOJIL30BaTelIeH PYHeTa. ITommmo OI'pPOMHOT'O KOJIUYCCTBA BO3MOKHOCTEH HHTCPHET HECET U
HpO6JICMBI. 9Ta maMATKAa JO0JKHA MTOMOYb Te0e 0e30IacHO HAaXO0AUMTbHCH B CCTH.

KomnbrorepHbie BUPYChI

KOMHBIOTCpHBIfI BHUPYC - 3TO pa3HOBUIHOCTb KOMIIBXOTCPHBIX IIPpOrpaMm, OTJINYNTENLHON 0COOEHHOCTHIO
KOTOPOH SIBISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B OMONIHEHHE K 3TOMY, BHPYCHI MOTYT IOBPEIUTH
HNJIW IOJHOCTBIO YHHYTOXHUTH BCE (baflﬂbl U JaHHBIC, IMOAKOHTPOJIBHBIC I10JIb30BATC/II0O, OT HMCHU
KOTOpOro OblIa 3allylleHa 3apaXeHHas NporpaMMa, a TakKe TMOBPEAWTh WIH JaXe YHHUYTOXKUTH
OTIEPAIIMOHHYIO CHUCTEMY €O BcemH (ailamu B 11e710M. B OOJBIIMHCTBE CilydaeB paclpOCTPaHSIOTCS
BUPYCHI Y€PE3 UHTEPHET.

MeToabl 3alIMTHI OT BPEAOHOCHBIX MPOrPaAMM:

1. Wcnonp3yil coBpeMEHHbIE OIEpAllMOHHBIE CUCTEMbI, HMEIOLIUE CEPhE3HbIN YPOBEHb 3aIUTHI OT
BPEAOHOCHBIX IPOTPaAMM.

2. IlocTosiHHO ycTaHaBnuBal mauT (IIUGPOBbIE 3alIaTKH, KOTOPbIE aBTOMAaTHUYECKH YCTAaHABIMBAIOTCS C
LEJIbI0 IOPaOOTKU MPOTpaMMBbI) U JIpyrue OOHOBJICHMSI CBOCH ornepanuoHHON cucTembl. CkaunBail mx
TONIbKO ¢ oduimanpHoro caiira paspadorunka OC. Ecnu cyiecTByeT peXHM aBTOMAaTHYECKOIO
OOHOBJICHHUS, BKJIIOYH €rO.

3. PaGoraii Ha cBoeM KOMITbIOTEpE O] ITpaBaMH MOJIb30BATENS, a HE aIMUHUCTPATOpa. ITO HE TO3BOJIUT
OOJIBIIMHCTBY BPEJOHOCHBIX IPOrPaMM MHCTAJUIMPOBATHCS HA TBOEM IIEPCOHATILHOM KOMIIBIOTEPE.

4. Mcnionb3yil aHTUBUPYCHBIE IPOrPAMMHbBIE POAYKTHI H3BECTHBIX TPOU3BOAUTEINIEH, C ABTOMATHYECKUM
0oOHOBJIEHHEM 0a3.

5. Orpanunub pU3NUECKHii JOCTYI K KOMIIBIOTEPY ISl IOCTOPOHHUX JIUIL;

6. Mcnonb3yii BHemIHNE HOCHTENHM WH(POpPMAINU, TaKhe Kak (Quiemka, JUCK Wid (aiil U3 MHTEpHETa,
TOJIbKO U3 TPOBEPEHHBIX UICTOUYHUKOB.

7. He oTKpbIBail KOMITBIOTEpHBIEC (hailibl, MOTyYCHHBIE U3 HEHA/IEKHBIX MCTOYHHKOB. Jlaxke Te (hailisbl,
KOTOpBbIE MpHCIIall TBON 3HAKOMBIH. Jlydlile yTouHu y Hero, OTIPABIISII JIM OH TeOe UX.

Cern WI-FI

Wi-Fi - aT0 He B mepenauu JaHHBIX, HE TEXHOJOIHWS, a BCEro b Opena, mapka. Eme B 1991 romy
HUJEpiaHJcKas KommaHus 3apeructpupoBaia Opena "WECA", uro o0o3Hayalio ClIOBOCOYETaHHE
"Wireless Fidelity", koTopslii nepeBoauTcs Kak "0ecrpoBoiHasi TOYHOCTH".

Jlo Hamiero BpeMeHM Jolljia jApyras ab0OpeBuaTypa, KOTopas sBISETCS TaKOW K€ TEXHOJOTHe. ITo
abopesuarypa "Wi-Fi". Takoe Ha3zBaHue OBLJIO JAHO C HAMEKOM Ha CTaHJAPT BBICIICH 3BYKOBOW TEXHHUKHU
Hi-Fi, uro B mepeBoje 03HauaeT "BhICOKAs TOYHOCTB".

Ha, GecrutaTHBIN WHTEPHET-AOCTYI B Kade, OTeNsIX W adponopTax SBISETCS OTIIMYHONH BO3MOKHOCTBIO
BbIXOJIa B MHTepHET. Ho MHOTMe 3KCHepThl CUMTAIOT, 4To obuenoctynHble Wi-Fi cetu He sBISAIOTCS
0e30MmacHbIMHU.

CoBeTbI 110 0€30MACHOCTH PadOTHI B 001IET0CTYIHBIX ceTsax Wi-fi:

1. He mepenaBaii cBoro nuuHyro uHbopmainuio depe3 obmenoctymasie Wi-Fi cetu. PaGortas B HUX,
JKEJIaTeIbHO HE BBOJUTH NAPOJIM JOCTYIIA, JJOTMHBI U KAKHE-TO HOMEDA.

2. Ucnonb3yit U OOHOBIIANW aHTUBUPYCHBIE MpOrpaMMbl M OpaHnMayep. Tem caMbIM Thl 00€30MacHIlb
ce0sl OT 3aKayKH BHpYyca Ha TBOE YCTPOMCTBO.

3. IIpu ucnonwzoBanun Wi-Fi otkmoun ¢pynkuuio "OOmumit goctyn k ¢aiinam u npunrepam'. [lanHas
(GyHKLMS 3aKpbITa 1O YMOJYAaHUIO, OJHAKO HEKOTOpBIE IOJIb30BATENN aKTHUBUPYIOT €€ JUIs yI00CTBa
WCITOJI30BaHUS B paboTe Uitk yueoe.

4. He wucnons3yit nyomumunsii WI-FI 11 mepenaunm JMUYHBIX JaHHBIX, HAmpuUMep Uil BbIXOJA B
COLIMAJIbHBIE CETH UJTU B DJIEKTPOHHYIO MOYTY;

5. Ucnonb3yit Tonbko 3amuiienHoe coequaenne uepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-aapeca
BBOJIM UMEHHO https://.

6. B moOunsaOM Tenedone orkmroun pyukiuio "l[logkmouenne k Wi-Fi aBromatudecku. He nomyckai
aBTOMATHUYECKOI0 MOJKIIOUEHUs YCTpoiicTBa Kk ceTsiM Wi-Fi 6e3 TBoero cornacus.



CounajnbHble ceTH

COI_[I/IaJIBHI:Ie CCTU AKTUBHO BXOJAT B HAIlly )KU3Hb, MHOT'UC JIFOAU pa60Ta10T H )KUBYT TaM IMOCTOSAHHO, 4 B
Facebook yke 3apeructpupoBaH MHIJITHAPA YETOBEK, UTO SBISICTCS OJHOW CEIbMOW BCEX J>KHUTENEH
maHeTsl. MHOrHMEe IOJB30BaTEIN HE IIOHUMAaroT, 4TO I/IH(I)OpMaLII/ISI, pasMClICHHad MMU B COIHAJIBHBIX
CeTsIX, MOKET OBbITh HaliJleHa M MCIIOJIb30BaHa KEM YTOJHO, B TOM 4YHCJIEe HEe 00s3aTeNIbHO C OiaruMu
HaMCpPCHUSIMMU.

OcHoBHBIE COBETHI 0 0€30MACHOCTH B CoOnMaJbHBbIX CEeTHX:

1. Orpannys ciUCOK Apy3eil. Y Te0s B Ipy3bsSX HE TOHKHO OBITH CIIyYailHBIX U HE3HAKOMBIX JIIOCH.

2. 3amuiail cBOO YacTHYIO *Hu3Hb. He ykasbiBaii mapousu, TeiaedoHsl, aapeca, AaTy TBOEro POXKIACHUS U
JPYTyIo JINYHYI0 WHPOPMALHIO. 3II0YMBIIUIEHHUKH MOTYT UCIIOJIb30BaTh JIaXke HH(OPMAIIHIO O TOM, KaK
Thl U TBOHM POJAUTEIIN IIJIAHUPYETE IPOBECTH KAHUKYJIBI.

3. 3ammmiaii CBOIO pPEMyTaIMIo - JEPKU €€ B YUCTOTE W 3a/JaBail ceOe BOIPOC: XOTEN ObI ThI, YTOOBI
JIpyrue TOoJb30BaTeNM BUIENU, YTO Thl 3arpyxaems? [logymail, mpexie ueM uYTo-TO OIyOJMKOBaTh,
Hanucarb U 3arpy3uTh.

4. Ecnu Thl TOBOpUIIb C JIFOABMHU, KOTOPBIX HE 3HACIIb, HE MCIIOJIB3YH CBOE PEAIbHOE UMS U JIPYTyIO
JUYHYIO0 HHPOPMALIUU: UM, MECTO KUTEIbCTBA, MECTO Y4eOBbl U Ipoyee.

5. U36eraii pasmemenus dotorpaduii B HTepHETE, T/Ie ThI M300pa)kKeH Ha MECTHOCTH, IO KOTOPOH
MO>KHO OIIPENEIUTh TBOE MECTOMOJIOKEHHE.

6. [Ipu peructpanuu B COLMAIBHON CETH HEOOXOIMMO HMCHOJIb30BaTh CIIOXKHBIE MApOJIH, COCTOSLINE U3
OykB 1 LU(p U ¢ KOJTMUECTBOM 3HAKOB HE MEHEe 8.

7. dus coumanbHOM CEeTH, MOYTHl M JPYTHX CAMTOB HEOOXOIMMO HCIIONB30BaTh paszHbie maposd. Torma
ecyu TeOsI B3JIOMAIOT, TO 3JI0YMBIIUIEHHUKH MOIYyYaT JOCTYI TOJIBKO K OJHOMY MECTY, a HE BO BCe Cpasy.

JJIEKTPOHHbIE ICHbI'H

OJEeKTPOHHBbIE JEHbIM - 3TO OYeHb YAOOHBIM croco0 miarexel, OJHAKO CYLIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTSAT IOJIYYUTh 3TH JICHBTH.

DJEeKTPOHHBIE JEHbI'M MOSBUIINCH COBCEM HEJABHO M MMEHHO M3-3a 3TOT0 BO MHOI'MX I'OCYAApCTBax A0
CHX IIOp HE MPOIUCAHO PO HUX B 3aKOHAX.

B Poccuu jxe oHM QYHKIMOHUPYIOT ¥ O HUX yX€ IPOMHCAHO B 3aKOHE, /1€ UX Pa3JelsiioT Ha HECKOJIbKO
BUJIOB - aHOHMMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, 4YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs
OPOBOJIUTH omnepanuu 0e3 HIACHTU(UKALMKM I10JIb30BaTeNs, a B HEAHOHHUMHBIX HACHTU(DHUKALMS
NI0JIb30BATENs ABISAETCA 005A3aTEIIbHOM.

Taxke cnenyer pasiauuaTbh SJIEKTPOHHBbIE (UATHBIE IEHbIH (pPaBHBI TOCYJIapCTBEHHBIM BaJIIOTaM) U
3JIEKTPOHHbIE HE(UATHBIE IEHbIU (HE PAaBHBI TOCYIaPCTBEHHBIM BAJIIOTAM).

OcHoBHBIE cOBETHI 0 0€e30NMacHOi padoTe ¢ JIEKTPOHHBIMHU I€HbIAMU:

1. ITpuBsku K cueTy MOOMIBHBIA TenedoH. DTo camblif yIOOHBIH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
nocTyn K cuery. [lpuBsizanHblii TenedoH MOMOXKET, €ciiv 3alynenrb CBOM IUIATEKHBIM IMapoJib HIN
3aiJIelIb HA CAUT C HE3HAKOMOI'0 YCTPOMCTBA.

2. Ucnonw3yit ogqnopazoBeie mapoiu. [locie nmepexoa Ha yCHICHHYIO aBTOPHU3AINIO TeOe yxe He OyneT
YIpOXKaTh ONACHOCTh KPaXXH WJIU IepexBaTa IJIaTEKHOTO MapoJIs.

3. Beibepu cnoxuslit mapoins. [IpectymHukam OyaeT He POCTO yrajaaTh CIOKHBIA maposb. HamexHble
napojid - 3TO TapojiM, KOTOpBIE COJepXKaT HEe MeHee 8 3HAKOB M BKIIOYAIOT B ceOs CTpPOYHBbIE U
MPONKCHBIE OYKBBI, U(PPHI K HECKOJIBKO CUMBOJIOB, TAKME KaK 3HAK JloJUiapa, GyHTa, BOCKIUIATEIbHBIN
3HaK ¥ T.11. Harmpumep, $tROng!

4. He BBOAM CBOM JINYHBIE JaHHbIE HAa CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.

JJIeKTPOHHASA MOYTA

ONEeKTpOHHAs NOYTa - ITO TEXHOJOIMS U MPENOCTABISEMBIE €10 YCIYIH II0 MEPECHIIKE U MOIYUYEHHUIO
AJIEKTPOHHBIX COOOIIEHUH, KOTOPHIE PACIPENeNIIOTCs B KOMIBIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIA SIIUK BBIMISIUT CIEAYIOIIMM OOpa3oM: HMMs IOJIb30BaTeNss(@uMs_JoMeHa. Takxke Kpome
nepesavyn MpocToro TeKCTa, UMEETCsl BO3MOXKHOCTD IepeiaBaTh (aiibl.

OcHOBHBIE COBETHI 10 0€30MACHOI padoTe C 3JIEKTPOHHOM MOYTOM:

1. Hano BBIOpaTh NMpaBWIIBHBIA MOYTOBBIM cepBHC. B MHTEpHeTe ecThb OrpOMHBINA BHIOOp OeCIUIaTHBIX
MIOYTOBBIX CEPBUCOB, OJHAKO Jy4Ille JOBEPSATH TEM, KOI'O 3HACUIb U KTO IIEPBbIN B pEUTHHTE;

2. He yka3pBaii B JIMYHOM TmouTe JuuHyl0 uHpopmanuioo. Hamnpumep, mydme BbIOpaTh
"My3bIKasIbHBIN _(paHaTt@" unum "pokx2013" Bmecto "temal3".

3. Hcnonp3yil ABYXAITalHYK aBTOPU3aLMI0. JTO KOIrZJa IOMUMO Mapojis HY)KHO BBOJIUTH KO,
npucbuiaeMslil mo SMS.



4. BpiObepu CHOXHBIM Taposib. J[7Is KaXKIOro MOYTOBOTO SIIMKA JOKEH OBITh CBOM HAJCKHBIH,
YCTOMYUBBIN K B3JIOMY MapOJIb.

5. Ecnu ectb BO3MOKHOCTB HAMCATh CAMOMY CBOM JIMYHBIN BOIIPOC, UCIIOJIB3YH 3Ty BO3MOKHOCTb.

6. Mcronb3yil HECKOIBKO MOYTOBBIX SIIMKOB. [IepBhIil 1711 4aCTHOM MEPENUCKH C ajpecaTaMu, KOTOPhIM
ThI IOBEPSCIITh. DTO JIEKTPOHHBIN aipeCc HEe HAJ0 UCTIOIB30BaTh IPU PETUCTPALIUU HA POpyMax U caiTax.
7. He oTkpwiBaii (aiiiel u Ipyrue BIOKECHHS] B MUChMax, JaKe €CIM OHMU MPHUILIA OT TBOUX JIPY3€i.
Jlydie yTOYHH y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (paitibl.

8. Ilocine oxoHuaHus pabOTHl HA MOYTOBOM CEpBUCE NEpe] 3aKPhITHUEM BKIIAJKU C caiiToM He 3a0yab
HaxxaTh Ha "Beriitu".

Ku6epOyaiimHr uim BUPTYaJbHOE U3/1€BATEJILCTBO
KubepOymmuHT - mpeciaeaoBaHre COOOIEHUSIMH, COICPKAIIMMHU OCKOPOJICHHS, arPeCcCHIo, 3allyTHBaHUE;
XYJIUTaHCTBO, COUAJIbHOC GOﬁKOTHpOBaHI/Ie C IMOMOUIBIO PA3JIMYHBIX UHTCPHCT-CCPBUCOB.

OcHoBHBIE cOBeTHI 10 00pble ¢ KHOEePOYUITUHTOM:

1. He Opocaiics B 60ii. Jlyummii croco0: mocoBETOBaThCS Kak ce0si BECTH W, €CIIM HET TOro, K KOMY
MOXHO OOpaTHUThCS, TO BHAYale YCIIOKOMTHhCA. EciaM Thl HayHEemb OTBEYAaTh OCKOPOJCHUSAMH Ha
OCKOPOJICHUS, TO TOJIBKO €1e OOJIbINE Pa30XIKEIIb KOH(IUKT.

2. YrpaBisii cBoel KubeppenyTammei.

3.AHOHMUMHOCTh B ceTH MHHUMas. CyIIECTBYIOT CHOCOOBI BBIICHUTH, KTO CTOMT 3a aHOHHUMHBIM
AKKayHTOM.

4. He cTouT BECTH XYJIMT'AaHCKUI 00pa3 BUPTYaJIbHOM KHU3HU. IHTEpHET (DUKCUPYET BCE TBOM JICHCTBUS U
COXpaHseT UX. YIaIuTh UX OyeT KpalHe 3aTPyTHUTEIHHO.

5. Cobmroziait cBOXO BUPTYaIbHYIO YeCTh CMOJIONY.

6. Urnopupyit ennHnyHbIA HeraTuB. OJITHOPa30Bble OCKOPOUTENbHbIE COOOILEHNUS JIy4Ile UTHOPUPOBATb.
OOBIYHO arpeccusi MpeKpaaeTcsi Ha Ha4aJIbHOM CTa M.

7. ban arpeccopa. B mporpammax oOMeHa MIrHOBEHHBIMH COOOIICHHSIMH, B COIIMAIBHBIX CETSIX €CTh
BO3MOKHOCTH OJIOKMPOBKH OTIIPABKH COOOIIEHUI C OTIPEICICHHBIX aJPECOB;

8. Ecim TBI cBuneTens kubepOyiumara. TBOM HEHCTBHS: BBICTYIIUTH MPOTHUB MPECIEI0BATEINS, TIOKA3aTh
€My, YTO €ro JCWCTBHUS OLCHMBAIOTCA HEraTHBHO, IIOAJCP)KaTh JKEPTBY, KOTOPOH HYKHA
NICHXOJIOTHYECKAs TIOMOIIb, COOOITUTH B3POCIBIM O (haKTe arpeCCHBHOTO TIOBEACHHUS B CETH.

MooOuiabHbIi TesaedoH

CoBpeMeHHBIE CMapT(OHBI U TUTAHIIETHI COIEPKAT B ceOe BIOJIHE B3POCIbIA (PYHKIIMOHAI, ¥ TETIEPh OHH
MOTYT KOHKYpUPOBaTh CO CTALlMOHAPHBIMHU KoMIbtoTepamu. OJIHaKO, CPEACTB 3alUThl JUIsl MOJOOHBIX
YCTPOMCTB TIOKa OYE€Hb MaJo. TeCTUpOBaHME M TIOMCK YSA3BUMOCTEHM B HHUX IPOMCXOJUT HE TaK
UHTEHCUBHO, Kak Ay [IK, To xe camoe kacaeTcss 1 MOOUIIBHBIX IPUIIOKEHUH.

CoBpeMeHHbIE MOOMIIBHBIE Opay3epbl YK€ MPakTHUECKH JOTHAIM HACTOJbHBIE AaHAJOIM, OJIHAKO
pacuupenue GyHKIIMOHaIa BJIeUEeT 32 COO0M OOJIBIIYIO CII0KHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlanexo He BCe MPOM3BOAUTENN BBIMYCKAIOT OOHOBIICHUS, 3aKPHIBAIOIINE KPUTHUECKUE YSI3BUMOCTH ISt
CBOMX YCTPOWCTB.

OcHOBHBIE COBETHI J1JI51 0€30IaACHOCTH MOOMJIBHOTO Tesied)oHa:

Hudero He sBisieTcst mo-HacrosimeMmy OecruiaTHBIM. Bynb OCTOpokeH, Beop Korjga Tebe mpensiararoT
OecIuIaTHBIA KOHTEHT, B HEM MOT'YT ObITh CKPBITHI KAKHE-TO IIaTHBIE YCIIYTH.

Hymaii, npexne ueM otnpaBuTbh SMS, ¢oTo wiu Buaeo. Thl TOUHO 3HAEIIb, I€ OHU OyIyT B KOHEUHOM
urore?

Heo6xoamuMo 0OHOBISATE OMIEPAIMOHHYIO CUCTEMY TBOETO cMapTQOHa.

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI JIJIs1 MOOUJIBHBIX TeNIe(OHOB.

He 3arpyxaii nmpuiIoKeHHsT OT HEW3BECTHOTO HCTOYHWKA, BEIlb OHH MOTYT COJEpPXaTh BPEIOHOCHOE
nporpaMMHoe oOecrieueHue.

[Toce TOoro kKax THI BBIAJIEIIH C CaiiTa, TJIe BBOAMI JIMUYHYIO HHGOPMAIIHIO, 3211 B HACTPOUKH Opay3epa
U yaiu cookies.

[lepnomuveckn poBepsiii, KaKue IUIaTHBIC YCIIYTH aKTHBUPOBAHBI HA TBOEM HOMEpE.

JaBaii cBoii HOMep MOOMIJIBHOTO Tene(oHa TOIBKO JOASIM, KOTOPBIX Thl 3HACIIb U KOMY JOBEpSIEIb.
Bluetooth nomken GbITH BBIKITIOUYEH, KOT/Ia Thl UM HE MOb3yellbes. He 3a0bIBait MHOT1a TPOBEPSITH ATO.
Online urpsbi

CoBpeMeHHbIE OHJIAHH-UIPBI - 3TO KPAaCOYHbIE, 3aXBaTHIBAIOIINE Pa3BIICUEHUS, OOBEAUHSIONINE COTHU
TBICSY YEJIOBEK IO BceMy MUpY. WTIpOKHM HCCIEAYIOT NaHHBIH MM MHp, OOLIAIOTCS APYr C JAPYroM,
BBITOJIHSAIOT 33JaHUs, CPAKAIOTCS C MOHCTPAMU W TOJYYalOT OMBIT. 32 yJOBOJBCTBUE OHHU IUIATAT:
MOKYTAIOT JMCK, OTUIAYMBAIOT a00OHEMEHT WJIH MTPHOOPETAIOT KaKnue-TO OIIIHH.



Bce atm cpenctBa uayT Ha MOAJEpKAHME M PA3BUTHE WIPHL, a TaKKe Ha camy O€30MacHOCTS:
COBEPILIEHCTBYIOTCSI CHUCTEMbl aBTOPM3AllMU, BBITYCKAIOTCSI HOBblE NaTud (LM(POBBIE 3aIUIATKU JUIS
IIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonoOHBIX urpax cToUT onacaTrbcs HE CTOJIBKO CBOMX CONEPHHUKOB, CKOJIBKO Kpa)kd TBOETO MapoJsl, Ha
KOTOPOM OCHOBaHa CHCTeMa aBTOPH3AIMU OOJIBITMHCTBA UTP.

OcHoBHBIE COBETHI N0 0€30MACHOCTH TBOEIro HI'POBOTI0 aKKayHTa:

1. Ecau apyroif urpok Befet cels II0XO WM CO3[JaeT TeOe HENPHUSATHOCTH, 3a0JIOKUPYH €ro B CIUCKE
UTPOKOB.

2. Ioxanyiics aIMMUHHCTPATOpPaM WIPbl HA IIJIOXOE MOBEJEHUE 3TOI0 UIPOKA, JKEIATEIbHO MPUIOKUTH
KaKHe-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB.

3. He yka3biBaii tnunyro nHdopmalyio B npodaiisie urpsol.

4. YBaxkail Ipyrux y4acTHUKOB IO UIPE.

5. He ycranaBnuBaii Heo(uIMadbHBIE TATYH H MOJIBI.

6. Mcnonp3yil c0KHbIE U pa3HbIE APOIIH.

7. Jlaxe BO BpeMsi UIPbl HE CTOMT OTKJIIOUaTh aHTUBUpPYC. [loka Thl Urpaemib, TBOl KOMIIBIOTEP MOTYT
3apa3uTh.

OUIIMHI WA Kpaika JINYHbIX JAHHbIX

OObI4HON KpaXkel JeHer U JOKYMEHTOB CErojiHs y»K€ HUKOI'O HE YAMBHIIb, HO C Pa3BUTHEM HHTEpPHET-
TE€XHOJIOTHI 3JI0yMBIIIJIEHHUKN NEPEMECTHIINCh B MHTEPHET, U MPOJOJDKAIOT 3aHUMAThCs '"IMHOOUMBIM"
JICJIOM.

Tak mosiBUIack HOBAs yrpo3a: HHTEPHET-MOIICHHUYECTBA W (DUIIMHT, TJIaBHAS 1Ie7Tb KOTOPOTO COCTOUT
B [IOJy4YEHUU KOH(UICHIMAIBHBIX TaHHBIX [10JIb30BaTEeH - TIOTMHOB U naposieil. Ha anrmuiickoM si3bike
phishing unTaercs xak ¢pummnr (ot fishing - peronas noBst, password - maposs).

OcHoBHbBIE COBETHI 10 00pbOe ¢ UIHHTOM:

1. Cnenu 3a cBOMM aKkayHTOM. Eciiv ThI mo103peBaeiiib, 4To TBOSI aHKeTa Obliia B3JIOMaHa, TO
HE00X0/1MMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOPAM pecypca 00 3TOM KaK MOXHO CKOpee.

2. Ucnonp3yit 6e3omacHble BEO-CalThl, B TOM YKCJIE, HHTEPHET-MAra3uHOB U IOMCKOBBIX CUCTEM.

3. Mcnone3yii cioxkHbIe U pa3Hble naponu. TakuMm o6pazom, eciiu Te0s B3JI0MAIOT, TO 3JI0YMBIIIICHHUKH
MOJTyYaT AOCTYH TOJIBKO K OJJHOMY TBOEMY MPO(DUITIO B CETH, @ HE KO BCEM.

4. Ecnu Te0s B3110Malu, TO HEOOXOAMMO MPENYNPEeIUTh BCEX CBOMX 3HAKOMBIX, KOTOpPbIE J0OAaBIIEHBI Y
T€0s1 B IpY3bsiX, O TOM, YTO T€OsI B3JIOMaJIN U, BO3MOXKHO, OT TBOETO UMEHU OY/ET pacchulaThCs CriaM 1
CCBUIKM Ha (PMILMHTOBBIE CANUTHI.

5. YcranoBu HazaexHbI napois (PIN) Ha MOOUIIBHBIN TenedoH.

6. OTKII0YM coXpaHeHHe nmapoJs B Opaysepe.

7. He oTkpeIBail (paiiiel U Apyrue BIOKEHUS B MHUCbMaXx, J1aXe €CIM OHU IPULILIA OT TBOMX JpYy3eH.
Jly4ie yTOYHM y HUX, OTHPABJISUIN JIU OHU TeOe 3TH (paitiibl.

Hudposas penyrauus

HudpoBass penyrauus - 3TO HeEraTuBHas WM TMO3UTHBHasg uHpopMmauus B cetd o Tebe.
Komnpomerupyromias nHGpopmalus, pa3MelieHHas B MHTEPHETE, MOXKET CEepbe3HbIM 00pa3oM OTPa3uThCs
Ha TBoeW peanbHOU xu3HU. "lludpoBas penyramus" - 3TO TBOM UMUK, KOTOPBIA (OpMHUpPYETCS U3
uHpOopMaLnu 0 TeOe B UHTEPHETE.

TBOE MECTO KUTENhCTBA, y4eObl, TBOC (PMHAHCOBOE IMOJIOKEHHE, OCOOCHHOCTH XapaKTepa U PaccKas3bl O
OJIU3KUX - BCE 3TO HAKAIIMBAETCS B CETH.

MHorue nopoCcTKH JIETKOMBICIIEHHO OTHOCSTCS K MyOnMKanuu JuyHoW nHdopmauuu B MHTEpHETE, HE
NOHUMAasi BO3MOXKHBIX TMOCHEACTBUHA. Thl Nake HE CMOXKEHIb J0rajarbcs O TOM, uTo Qororpadus,
pa3MmelieHHas S JeT Ha3aj, cTajia MPUYMHOM OTKa3a MPUHSATH TeOst Ha paboTy.

Kommenrtapuu, pa3menienue TBoux (ororpaduii U apyrue ASWCTBUS MOTYT HE MCUE3HYTh JaXe IMOCie
TOT0, KaK Thl UX yJalulIb. Thl HE 3HACIIb, KTO COXPAHUJ 3Ty HH(POPMAIHIO, ToMaja U OHA B TOMCKOBBIE
CHCTEMBI U COXpaHHUJIACh JIM OHa, a TJIaBHOE: YTO MOAYMAIOT 0 Te0e OKPYKAIOIIUE JIFOH, KOTOPbIe HAallayT
U yBUAAT 3T0. HaliTu mHpopMaIuio MHOTO JIET CIyCTS CMOXKET JI000H - Kak u3 10OphIX MOOYKIeHUH,
TaK ¥ ¢ HAMEPEHUEM IPUUYUHUTH Bpea. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3a1uTe NMGpoBoil penyranuu:

1. ITogymaii, mpex/ie 4eM 4To-To MyOIMKOBaTh U NepeaaBath y ceOs B OJ0re Ui B COLUANBHOM CETH.

2. B HacTpoiikax npoduiis yCTaHOBU OTpaHUUYEHUSI Ha MPOCMOTP TBOETO MPOPUIISL U €r0 COAEPKUMOTrO,
clenaii ero ToabKo "nist apy3eu”.

3. He pa3memaii u He yka3pIiBail HHPOPMAIIUIO, KOTOPask MOXKET KOTO-JIM00 OCKOPOIATEH WK OOMXKATh.




ABTOpCKOE NIPaBo

CoBpeMeHHbIE IKOJIBHUKY - aKTUBHBIE TOJIb30BaTeIM HU(POBOTo mpocTpancTBa. OIHAKO AlIeKo HE BCe
3HAIOT, YTO MOJB30BAaHUE MHOTMMH BO3MOXHOCTAMHU IU(pPOBOro Mupa TpeOyer coOmoaeHus MpaB Ha
UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "WHTEIIEKTyaJIbHAsI COOCTBEHHOCTh' OTHOCHTCS K Pa3IUYHBIM TBOPEHUSM YEIIOBEYECKOTO yMa,
HauMHasi ¢ HOBBIX M300pETEHMH M 3HAKOB, 0003HAYAIOUIMX COOCTBEHHOCTh HA MPOIYKTHI U YCIYTH, H
3aKaH4MBasg KHUramMu, pororpagusmMu, KHHOPUIEMaMU U My3bIKaTbHBIMU IPOU3BEICHUSIMHU.

ABTOpcKHME IIpaBa - 3TO IIpaBa Ha MHTEJUIEKTYaJbHYI0 COOCTBEHHOCTh Ha IIPOU3BEJICHUS HAyKH,
JUTEpaTypbl M HCKYCCTBAa. ABTOpCKHE IIpaBa BBICTYMAlOT B KadyecTBE TapaHTHUM TOrO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeJIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yibTaTaX CBOErO TPyJa, MOJYYUTh MU3BECTHOCTh M Hpu3HaHue. Hukro
0e3 paspellieHus aBTOpa HE MOXKET BOCIPOM3BOAMTH €ro INPOU3BEACHME, PACHPOCTPAHATH, IMYOJIUYHO
JEMOHCTPUPOBaTh, IMpoJaBaTh, HMIIOPTUPOBATh, WyCKaTb B NPOKaT, I[MYOJUYHO UCHOIHSTH,
NOKa3bIBAaTh/UCIIONHATH B 3(Upe WK pa3Meniats B IHTepHeTe.

Hcnonp3oBanue "MupaTckoro" mMporpaMMHOr0 oOecreyeHus: MOKET MPUBECTH KO MHOTHM pPHUCKaM: OT
NOTEPU JAaHHBIX K TBOMM aKKayHTaMm J0 OJOKUPOBKHM TBOETO YCTPOWCTBA, IJI€ YCTAaHOBJIEHA HEJIErajlbHas
nporpamma. He crtouT Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIETalbHbIE M O€CIUIaTHbIE MPOTPaMMBbL,
KOTOpbIE€ MOKHO HaliTH B CETH.

O noprane

CereBU4oK.p( - TBOW IIaBHBIN COBETYMK B CETH. 3J€Ch Thl MOXEIIb y3HAaTh O OE30MacHOCTH B CETU
IMOHATHBIM W MOOCTYIIHBIM A3BIKOM, a4 IPHWU BO3HUKHOBCHHU KpHTPI‘ICCKOfI CUTyalluH O6paTI/ITI)C$I 3a
COBETOM. A Tak)Ke IPUHATH Y4aCTUE B KOHKYpPCAX U CTaTh CAMbIM LIU(PPOBBIM IPaXKTAHUHOM !



