NHOOPMAILIMOHHASA ITAMATKA
C KaXJpIM ToJOM MOJOJEKH B MHTEPHETE CTAHOBUTHCSA OOJIbINE, a IIKOJIBHUKUA OJAHHU M3 CaMbIX
aKTUBHBIX IOJIb30BaTenel PyHera. Mexay TeMm, MOMHMMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEW,
MHTEPHET HeceT U NMpo0JieMbl. DTa namsTKa JOJDKHA IOMOUYb Tebe 0€30IacHO HaXOAUTHCS B CETH.
Komnbrorepabie BUpPYyChbl
KomnbroTepHblii  BUpyC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX HPOTrpaMM, OTIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3sMHOXKEHHUIO. B J10mojHEeHne K 3TOMY, BHPYCHI
MOTYT MOBPEIUTh WIM IOJHOCTbIO YHMUYTOXHUTb Bce (aiabl M JaHHbBIE, IOAKOHTPOJIbHBIE
MOJIb30BATENI0, OT UIMEHH KOTOPOTo ObLIa 3aIlylleHa 3apakeHHast IporpamMma, a TaKkKe MOBPEIUTh HITH
Jla’Ke€ YHUYTOXKUTh OINEPALlMOHHYIO CUCTEMY CO BceMH (ailamMu B LiejoM. B OonbIIMHCTBE ciiyyaes
PacIpoCTpaHsSIOTCS BUPYCHI Yepe3 UHTEPHET.
Metoapl 3alIMTHI OT BPEAOHOCHBIX MPOrpamMM:
1. Ucnonp3yii COBpeMEHHBIC ONEPALMOHHBIE CUCTEMbI, UMEIOIINE CEPbE3HBIH YpOBEHb 3aIUTHI OT
BPEJIOHOCHBIX IIPOrpamMM;
2. IlocrosHHO ycraHaBinuBail mauTh (uMdpoBbIE  3aIUIaTKH, KOTOpHIE  ABTOMATHUYECKH
YCTAQHaBJIMBAIOTCS € LIEIbI0 JOPaOOTKM MPOrpaMMbl) U JApyrue OOHOBJIEHHS CBOEH OnepalnnOHHON
cucrembl. CkaunBail UX TOJIBKO ¢ OpUIMATIBHOTO caiita paspadorunka OC. Ecnu cymiecTByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €r0;
3. Pabotaii Ha cBOeM KOMIIBIOTEpE IO IpaBaMy MOJH30BATENS, a HE AJAMHUHUCTpATOpa. JTO HE
MO3BOJIUT OOJBIIMHCTBY BPEIOHOCHBIX IPOrpaMM HHCTANIUPOBATbC Ha TBOEM IIEPCOHAIBHOM
KOMITBIOTEPE;
4. Hcnonb3yll aHTHBUpPYCHbIE HPOTrpaMMHBIE TPOJIYKTHl H3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMaTHYECKUM OOHOBIIEHHEM 0a3;
5. Orpannypb pu3nyecKHil JOCTYH K KOMITBIOTEPY JUIsl IOCTOPOHHUX JIMIL;
6. Mcrionb3yil BHENTHHE HOCUTENN MH(POPMALIMH, TaKue KakK (Ienika, TUCK WiIn (ailyl U3 MHTEpHETa,
TOJIBKO U3 ITPOBEPEHHBIX UCTOUYHHUKOB;
7. He oTkpbIBaii KOMIBIOTEpHBIE (HAIIIBI, TOTydYEeHHBIE U3 HEHA/IS)KHBIX HCTOYHUKOB. Jlaxe Te (aiiibl,
KOTOpBbIE NpHCIIall TBON 3HAKOMBbIH. Jlydlile yTouHu y HEro, OTIpaBiisiil JIU OH TeOe uX.
Cerun WI-FI
Wi-Fi - 910 He BUI niepeaayn JaHHBIX, HE TEXHOJIOTHs, a BCETrO JIHIIb OpeHn, Mapka. Eme B 1991 roay
HUJIepIIaH/ACKas KoMnanus 3apeructpupoBana Opena "WECA", uro o0o3Hauano cioBocoYeTaHue
"Wireless Fidelity", koTopslit nepeBoauTcs Kak "GecpoBOiHAsS TOYHOCTD'.
Jlo Haiero BpeMeHH Jolula Jpyras abOpeBuaTypa, KOTopas SBJISETCS TaKOW K€ TEXHOJOTHe. ITo
ab0peBuatypa "Wi-Fi". Takoe Ha3zBaHMe OBUIO JTaHO C HAMEKOM Ha CTaHJApT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B nmepeBoie 03HauaeT "BbICOKast TOYHOCTB .
Jla, 6ecraTHbIM HHTEPHET-JOCTYII B Kade, OTEeAX U a3pONopTax sBISAETCS OTIMYHONW BO3MOKHOCTBIO
BbIXOJIa B MHTEpHET. HO MHOTHE 3KCrepThl cunTaroT, uto obmenoctynubie Wi-Fi cetn He sBIsOTCS
0€301acHBIMH.
CoBeTbl 0 6e30MaCHOCTH PadoThI B 001e0CTYNHBIX ceTsix Wi-fi:
1. He mepenaBaii cBoro nuuHyr0 uHpopmanuio depes odmenocrynusie Wi-Fi cetu. Paboras B Hux,
KeJaTeJIbHO He BBOAMTH MAPOJIH JIOCTYIIA, IOTHHBI H KaKHE-TO HOMEPa;
2. Ucnonb3yit 1 OOHOBIAN aHTUBHPYCHBIE POrpaMMBbl U Opanamayep. TeM caMbIM Thl 00€30I1aCHIIb
ce0st OT 3aKa4KH BHpYyCa Ha TBOE YCTPOIMCTBO;
3. ITpu ncnonszoBanun Wi-Fi otkmoun ¢pynkumto "O0mwmii noctyn k ¢aiiam u npuntepam". Jlannas
(GyHKIHUS 3aKpBITa IO YMOJYAHHUIO, OJTHAKO HEKOTOPHIE TOJIB30BATENN aKTUBUPYIOT €€ sl ya00CTBa
UCMOJIb30BaHUs B paboTe uiu yueoe;
4. He ucnonp3yit nyonuuneii WI-FI mis mepenaum AuYHBIX JaHHBIX, HApUMEpP IS BBIXOAA B
COLIMAJIbHBIE CETH WJIM B 3JIEKTPOHHYIO MOUTY;
5. Ucnonw3yit Tonpko 3amuienHoe coenunenue yepes HTTPS, a ne HTTP, T.e. mpu nabope BeO-
aapeca BBoau umeHHo "https://";
6. B moOunmbHOM Tenedone otkmoun ¢yaknuio "Tlogkmouenne xk Wi-Fi aBromatmuecku". He
J0MycKail aBTOMaTHYECKOT0 MOJKIIOUEHHUs yCTpoicTBa K ceTsiM Wi-Fi 0e3 TBoero cornacus.
CoumanbHble ceTH
CoumanbHble CeTH aKTUBHO BXOST B HAIIy >KW3Hb, MHOTHE JIIOM pabOTaOT U ’KUBYT TaM MOCTOSIHHO,
a B Facebook yxe 3apeructpupoBan MUJUTHAP]T YETOBEK, YTO SIBJSETCS OJHOM CEABMOM BCEX KUTEICH
TU1aHeTsl. MHOTHE 1MoJIb30BaTeIl He TOHUMAIOT, YTO WH(pOpMaIMs, pa3MelieHHas MU B COLMAIbHBIX
CeTsIX, MOKET OBITh HaiilieHa W MCIOJIh30BaHA KEM YTOJHO, B TOM YHCJIE HE 005S3aTeNIbHO ¢ OJaruMu
HaMEpEHUSIMHU.



OcHoBHbBIE COBETHI 10 0€30IACHOCTH B COUATBHBIX CETAX:

1. Orpannyb criucok apy3eil. Y 1e0s B Apy3bsaX HE TOKHO OBITh CIIy4ailHBIX U HE3HAKOMBIX JIIOZCH;

2. 3amumiail CBOIO YacTHYIO KU3Hb. He yka3wiBail maposu, TenedoHsbl, aapeca, 1aTy TBOETO POXKICHHS
U IPYTYIO JIUYHYI0 HH(POpMANHIO. 3MTOYMBIIIICHHUKH MOTYT UCTIOIb30BATh AaXKe HH(OPMAIIHIO O TOM,
KaK Thl ¥ TBOU POAMTEIH IUIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amumiail CBOIO pemyTanuio - JepKU €€ B YHCTOTE M 3a/1aBail ceOe BOMPOC: XOTEN OBl ThI, YTOOBI
Apyrue MoJib30BaTeNIM BUJCIHU, YTO Thl 3arpyxaems? [loxymail, mpexae 4eM 4To-TO OMyOJMKOBATh,
HanucaTb U 3arpy3uTh;

4. Eciy Tl TOBOPHILB C JIOAbMH, KOTOPBIX HE 3HACIIb, HE UCIOJB3YH CBOE pealbHOE UM U JPYTYIO
JTUYHYI0 HHPOPMALIUU: UMSI, MECTO KUTEIBCTBA, MECTO Y4eOBbl U IPoYee;

5. U36erait pazmenienus ¢gororpaduit B uTEepHETE, rae Thl H300pakeH Ha MECTHOCTH, IO KOTOPOM
MO>KHO OIIPENIEIUTHh TBOE MECTOIIOJIOKEHUE;

6. Ilpu perucrpanuu B COUAIBHON CETH HEOOXOIMMO UCIOIb30BATh CIIOKHBIE IAPOJIH, COCTOSIIIUE U3
OykB ¥ U(p U ¢ KOTMIECTBOM 3HAKOB HE MEHEE §;

7. A cOLMabHOM CETH, MOYThl U JPYTUX CaliTOB HEOOXOAMMO MCIIOJIb30BaTh pa3Hele naposu. Toraa
ecny TeOsl B3JIOMAIOT, TO 3JIOYMBIIUIEHHUKU MOJYyYaT JOCTYI TOJBKO K OZHOMY MECTY, a HE BO BCE
cpasy.

DJIeKTPOHHbBIE JeHbI U

DJNEeKTPOHHBIE JEHBIM - 3TO OYEHb YJOOHBIN CIOCOO IIaTeXel, OAHAKO CYIIECTBYIOT MOLICHHMKH,
KOTOpBIE XOTAT MOJYYUTh 3TU JCHBIU.

ONEKTPOHHBIE JE€HBIY MOSIBUINCH COBCEM HENABHO U UMEHHO M3-3a 3TOI0 BO MHOTMX I'OCYIapCTBax 10
CHX IIOp HE MPOMKCAHO MPO HUX B 3aKOHAX.

B Poccun xe OHM (YHKUHMOHUPYIOT MU O HUX YyXe IPOIHUCAHO B 3aKOHE, /e MX pa3lessioT Ha
HECKOJIbKO BHJIOB - AaHOHMMHBIE M HE aHOHMMHblE. Pa3HHMIIa B TOM, YTO AHOHHMHBIE - 3TO T€, B
KOTOpPBIX pa3pellaercss NpoBOAUTh omnepanuu 0e3 uIeHTHU(UKALUU MO0Ib30BaTelNs, @ B HEAHOHUMHBIX
UICHTH(UKAIUS TTOJIH30BATEIIS SBISCTCS 00S3aTEIHHOM.

Taxke cienyer pazauuaTh 3JEKTPOHHbIE (MATHBIE JEHbIH (paBHBI I'OCYJAPCTBEHHBIM BAJOTaM) U
ANIEKTPOHHbBIE HE(UATHBIE IEHBI'H (HE PaBHbBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHoBHBIE COBeTHI 110 0e30MacHOi padoTe ¢ 3JIeKTPOHHBIMM JIeHbIAMM:

1. ITpuBsKM K cueTy MOOMIIBHBINA TenedOoH. DTO caMblii yIOOHBIM U OBICTPBIA CIIOCOO BOCCTAHOBUTH
nocTyn K cuety. IlpuBsi3anHblid TeneOH MOMOXKET, eciid 3a0yAellb CBOM IUIATEKHBIA HapoJib WU
3aiJIenIb Ha CAT C HE3HAKOMOI'0 YCTPOMCTBA;

2. Ucnonw3yit onHopa3oBble maponu. [locie mepexona Ha yCHJIEHHYIO aBTOpHU3allMI0 Tebe yKe He
OyZeT yrpokaTh OIaCHOCTb KpaXKu WJIM NIEpexXBaTa IJIaTeKHOIO apois;

3. BeiOepu cnoxxusIif napons. [IpectynHukam OyzeT He MPOCTO yrajaTh CIOXKHBIN napons. HanexHble
Mapojiu - 3TO MapoJid, KOTOpPbIE COJEpKaT HE MEHee 8 3HAKOB M BKIIIOYAIOT B €€0sl CTPOYHBIE U
INponuCHble OyKBbl, HHU(PHI M HECKOJIBKO CHMBOJIOB, TakuMe€ KakK 3HaK Jojuiapa, (QyHTa,
BOCKJIMIIATENbHBIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JI0BEPSIEILIb.

DJIeKTPOHHAS MOYTA

DNEKTPOHHAs MOYTa - 3TO TEXHOJOTUS U MPEAOCTaBIISIEMbIE €10 YCIYTH 10 MEPECHUIKE U MOTYYEHHUIO
AJIEKTPOHHBIX COOOIIEHUN, KOTOPBIE PACIPENEISIOTCS B KOMITbIOTEPHOUM ceTH. OOBIYHO 3JIEKTPOHHBIN
MOYTOBBIM SIIMK BBIJISAUT CIETYIONMM 00pa3oM: UMs_IOJb30BaTeII(@UMs_JoMeHa. Takxke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOYKHOCTD IepeiaBaTh (haiibl.

OcHoBHBIE cOBETHI 10 0e30nmacHOil padoTe ¢ JJICKTPOHHOI MOYTOM:

1. Hago BbIOpaTh mpaBUIIbHBIN MTOYTOBBINA cepBHC. B MHTEpHETE €CTh OrpOMHBINA BBIOOP OECIIaTHBIX
IIOYTOBBIX CEPBUCOB, OJHAKO JyYIlI€ JJOBEPATH TEM, KOI'O 3HACIIb U KTO NIEPBBIN B PEUTHUHTE;

2. He yka3piBaii B JHMYHOM TouTe JUYHYIO UHGopManuio. Hampumep, inydme BbIOpaTh
"My3bIKaIbHBIN (haHaT@" umu "pok2013" BMecTo "Temal3";

3. Hcnonp3yil ABYXOSTAlHYI0 AaBTOPHU3ALMI0. JTO KOrJa IMOMHUMO IAapojisi HYXHO BBOJIUTH KOJ,
npucbUIaeMbIil o SMS;

4. BpiOepu CIOXHBIN Tapoiib. J[7s KaXa0ro MOYTOBOTO SIIHMKA JOJDKEH OBITH CBOM HAIC)KHBIMU,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecnm ecth BO3MOKHOCTh HaMCaTh CAMOMY CBOM JIMYHBIN BOIIPOC, UCITONIB3YH 3TY BO3MOXKHOCTB;

6. Hcnonp3yil HECKOJBKO NOYTOBBIX SAIIUKOB. [lepBbI A1 4acTHOM NEPENUCKH C agpecaTamy,
KOTOpPBIM Thl JIOBEpSAECIIb. DTO AJIEKTPOHHBIN aJpec HE HaJ0 HCIOIb30BaTh NMPU PETUCTPALMU Ha
dopymax u caiitax;



7. He oTkpbIBaii aiiinbl 1 Ipyrue BIOKEHUS B MHCbMax, JaXKe €CIM OHM MPHIUIA OT TBOUX JIpY3€H.
Jlydie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paiiibl;

8. ITocne okoHUaHUs pabOTHI HA IOYTOBOM CEPBHCE MEpeN 3aKPBITUEM BKIIAJKH C CAaTOM He 3a0yib
HaxxaTh Ha "Breriitu".

Ku0epOy/uIMHT WM BUPTYaJibHOE M3/1€BATEIbCTBO

KubepOymnuHr - mpecnefoBaHHE COOOLICHHUSIMH, COJCPKALIMMH  OCKOPOJICHHS, arpeccuio,
3allyrMBaHUe; XYJIUTAaHCTBO; COLMAIBHOC OOWKOTUPOBAaHHE C IIOMOLIBIO PA3IUYHBIX HHTCPHET-
CEpBHUCOB.

OcHoBHBbIE COBETHI 110 00pb0E ¢ KHOEPOYIJIMHIOM:

1. He Opocaiicst B 60it. JIyummii crmoco0: mocoBETOBATHCS Kak ce0sl BECTH M, €CIM HET TOT0, K KOMY
MOKHO OOpaTHTbCsS, TO BHayalle YCIOKOUThCSA. Eciii Thl HauHeUlb OTBEYaTh OCKOpPOJICHUSMHU Ha
OCKOpOJIEHUS], TO TOJIBKO €lIe OONbIIE Pa30kKellb KOH(IHKT;

2. YrpaBisii cBoel KuOeppenyTaimei;

3. AnoHumHOCTh B ceTd MHHUMAas. CyIIECTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a AQHOHHUMHBIM
aKKayHTOM;

4. He cTouT BecTHM XYyJIUTaHCKUH 00pa3 BUPTyaJdbHOM >Xu3HU. WHTEpHET (UKCHpYeT BCe TBOM
JEHCTBUS U COXpAHSET UX. Y JANUTh UX OyJeT KpailHe 3aTpyIHUTEIbHO;

5. Coburoiaii CBOIO BUPTYAIBHYIO Y€CTh CMOJIONY;

6.Urnopupyit  enuuHuyHbli  HeraTuB. OAHOpPa30Bble  OCKOPOWUTENbHBIE  COOOILIECHHUS  JIydIle
UTrHOpUpoBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha Ha4yallbHOW CTa UM,

7.ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIIEHUSIMHU, B COLIMANBHBIX CETAX €CTh
BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOIEHHI C ONPEIeTICHHBIX aPECOB;

8.Eciu T1b1 cBumeTens kubepOymiuHra. TBOWM [EHCTBUS: BBICTYNUTH IPOTUB IPECIEIOBATENS,
[I0Ka3aTh €My, YTO €ro JAEWCTBUS OLEHUBAIOTCA HEraTHBHO, MOJAJEPKATh KEPTBY, KOTOPOH HyXHa
MICUXOJIOTHYECKast IOMOIIb, COOOLTUTH B3POCIBIM O (PaKTe arpecCUBHOTO MOBEJICHUS B CETH.

MooniabHblii Tes1edoH

CoBpemenHbIe cMapT(HOHBI U TUTAHIIETHI COJEPKAT B ceOe BIIOJIHE B3POCHbIH (DYHKIIMOHAI, U TETeph
OHM MOTYT KOHKYpUPOBaTb CO CTallMOHApHBIMM KoMmubroTepamu. OJHAKoO, CPeACTB 3allUThl IS
MIOJI00HBIX YCTPOWCTB MOKa OY€Hb Majlo. TecTupoBaHUE U MOUCK YA3BUMOCTEN B HUX MPOUCXOJUT HE
TaK UHTEHCUBHO, Kak a1 [1K, To e camoe kacaercss 1 MOOMIIbHBIX MPUIIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl yXe MPAKTUYECKU JOTHAJIM HACTOJbHBIE AHAJIOTH, OJHAKO
pacupenye (yHKIMOHAIa BIIeYeT 3a c000i OOJBIIYIO CIOXKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTb.
Jlarieko He Bce MPOU3BOJIUTENN BBIMYCKAIOT OOHOBJICHMS, 3aKPbIBAIOIINE KPUTUUYECKUE YS3BUMOCTHU
JUISL CBOMX YCTPOMCTB.

OcHoBHbIE cOBeTHI /151 0€30MaCHOCTH MOOWJILHOTO TeJiedoHa:

Huuero He siBisieTcst mo-HactosieMy OecriaTHbIM. Byab octopoxeH, Beb Korja Tebe mpeasararT
OecriaTHBI KOHTEHT, B HEM MOT'YT ObITh CKPBIThI KAKHE-TO IUIaTHBIE YCIYTH;

Hymaii, mpexnae yem otnpaBuTh SMS, ¢oto mnm Buaeo. Tel TOYHO 3Haemib, e OHU OyayT B
KOHEYHOM HUTOre?

Heo6x011M0 0OHOBIIATE ONEPAIIMIOHHYIO CHCTEMY TBOETO CMapT(OHa;

Hcnonb3yit aHTUBUPYCHBIE IPOTPaMMBbI 1J11 MOOUJIBHBIX TeNe()OHOB;

He 3arpyail npuioXeHus: OT HEU3BECTHOTO MCTOYHUKA, BEIb OHHU MOTYT COAEpPXaThb BPEAOHOCHOE
IIPOrpaMMHOE 00eCTIeYeHUE;

ITocne Toro kak Thl BBIHAEHIL C caifTa, IJle BBOAWI JIMYHYIO HMH(OpMAIMIo, 3aiiili B HACTPONKHU
Opay3sepa u ynanu cookies;

Ileproanuecku npoBepsiii, KAKUE IUIATHBIE YCIYTH aKTUBUPOBaHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMep MOOMIIBHOTO Tese(OoHa TOIBKO JIFOSM, KOTOPBIX ThI 3HACIIb U KOMY JJOBEpsEIIb;
Bluetooth momkeH ObITh BBIKIIOUEH, KOT/Ia THl UM HE MoJb3yembcs. He 3a0piBail mHOTIa IPOBEPSATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPHI - 3TO KPacOUYHbIE, 3aXBaThIBAIOIINE Pa3BICUCHUS], O0bEIUHSAIONINE COTHU
TBICAY YeNIOBEK 10 BceMy Mupy. Vrpoku HccleayloT JaHHBIH UM MHUp, OOLIAIOTCS APYr C JAPYTOM,
BBITMIOJHSIOT 3aJjaHMsl, CPakaloTCsd ¢ MOHCTpPaMH M IOJIy4alOT OMbBIT. 3a YJOBOJBCTBUE OHU ILIATAT:
MOKYMNAIOT JTUCK, OIUIAYMBAIOT aOOHEMEHT UJIH MPHOOPETAIOT KaKUe-TO OILIUH.

Bce st cpenctBa mayT Ha moAnep)KaHUE W pa3BUTHE UIPHL, a Takke Ha caMmy O€30MacHOCTh:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIMYCKAIOTCS HOBBbIE MaTyl (LIU(POBBIEC 3AIUIATKU IS
MIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.



B mopo06HbBIX Urpax CTOMT OmacaThecsi HE CTOJIBKO CBOMX CONEPHUKOB, CKOJBKO KPaXXH TBOETO MapoJs,
Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALUHU OOJIBIINHCTBA UTP.

OcHoBHBIE COBETHI 10 0€30IIACHOCTH TBOEI0 HTPOBOI0 AKKAYHTA:

1. Ecnn npyroii urpok BeaeT cedst II0X0 WM CO3/1aeT Te0e HeMPUATHOCTH, 3a0JIOKUPYH ero B CIHCKe
UTPOKOB;

2. Tloxanyiicst aiMUHHUCTPATOPaM UIPhI HAa TIOXOE IIOBEJIEHUE ITOTO UTPOKA, KENATEIBHO MPUIIOKUTD
KAKHE-TO JI0Ka3aTeIbCTBA B BUJIE CKPUHOB;

3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsi;

4. YBaxail Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranarnuBaii HeouIIMaTbHBIE TTATYU ¥ MOJIBI;

6. Mcnonb3yi CoKHBIE U pa3HbIC MAPOJIH;

7. Jla’ke BO BpeMsl UIPbl HE CTOUT OTKJIKOYaTh aHTUBHUPYC. I10Ka ThI Urpaeiib, TBOM KOMIIBIOTEP MOTYT
3apa3uTh.

@OUIIMHT WM KPaXKa JUYHBIX JaAHHBIX

OOBbIuHOM Kpa)kel JIeHer U JIOKyMEHTOB CEro/iHs YK€ HUKOIO HE YAMBHUIIb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTUH 3JI0yMBINUICHHUKN NEPEMECTUIINCH B MHTEPHET, U MPOJIODKAIOT 3aHUMATHCS "' TIOOMMBIM"
JEJIOM.

Tak mosBuIace HOBas yrpo3a: MHTEPHET-MOLICHHWYECTBA MM (DUILUHT, TJIaBHAS LEJIb KOTOPOTO
COCTOUT B IOJy4YEHMHM KOH(PUICHIMAIbHBIX JAaHHBIX IOJb30BaTele - JIOrMHOB M maposied. Ha
aHTIMKCKOM si3bIKe phishing untaercst kak gummuar (o1 fishing - peiOHas n0Bs, password - TapoJIb).
OcHoBHBIE cOBeTHI 10 00pbOe ¢ GPUIIHHTOM:

1. Cnenn 3a cBomM akkayHTOM. Eciim Tl mOJ03peBaemib, YTO TBOSI aHKeTa ObUIa B3JIOMaHa, TO
HE00X01MMO 3a0JIOKUPOBATh €€ U COOOLIUTh aAMUHUCTPATOpPaM pecypca 00 3TOM Kak MOYKHO CKOpee;
2. Ucnionb3yit O6e3onacHbie BeO-CallThl, B TOM YHCJIEe, MHTEPHET-Mara3nHoB U TIOMCKOBBIX CUCTEM;

3. Hcnonb3yil cnoxHble M pasHble napoiau. Takum o0Opa3oMm, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIUIEHHUKH MOJIyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY NMPO(UIIIO B CETH, a HE KO BCEM;

4. Ecniu Te0s B3110Mali, TO HEOOXOMMO MPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPbIE 100aBJIECHbI Y
TeOs B APY3bsIX, O TOM, YTO TeOS B3JIOMAIIM U, BO3MOXKHO, OT TBOETO UMEHH OyJIeT PacChlIaThCsl CriaMm
Y CCBUIKM Ha (DUILIMHIOBbBIE CANTHI;

5. YcranoBu HagexHbIi naponb (PIN) Ha MOOMIIBbHBIN TenedoH;

6. OTKIIIOYM cCOXpaHEHHe Mapoiis B Opaysepe;

7. He oTkpbIBaii (aiinpl U Ipyrue BIOKEHUS B MHCbMax, Ja)K€ €CIM OHH IMPHIUIA OT TBOMUX JIPY3EH.
Jlydiie yTOYHM y HUX, OTIPABIISUIN JIM OHU TeOe 3T (paibl.

Hudposas penyranus

[MudpoBas pemyrauuss - 5TO HEraTMBHAas WIM TO3UTUBHAs uHHpopMmanus B ceTH O Tebe.
Kommpomerupytomas uHpopManus, pa3MelleHHass B HHTEPHETE, MOXET CEpbe3HbIM 00pazoM
OTpa3uTbcs Ha TBoeH peanbHOU >xu3HU. "LludpoBas pemyramus" - 3TO TBOH HMMHUIK, KOTOPBIH

¢dbopmupyercs u3 nHpopManuu o Tede B UHTEPHETE.

TBoe MecTO KUTenbCTBa, yueObl, TBOe (PMHAHCOBOE IMOJIOKEHUE, OCOOCHHOCTH XapaKTepa M PaccKasbl
0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue noapoCTKH JETKOMBICIEHHO OTHOCATCS K MyOJUKaluu JIMYHOM uH(opmanuu B MHTEepHeTe,
HE TIOHMMas BO3MOXHBIX mociencTBuil. Thl gake HE CMOXeEIIb Jorafgarbcst O ToM, 4To (oTorpadus,
pa3MelleHHas S JeT Ha3aj, cTaja MPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommMmenTapuu, pazmenienne TBoux Gororpaduil u 1pyrue AeicTBUS MOTYT HE UCUE3HYTh JaKe Mociie
TOro, Kak Thl MX yJaIWlIb. Thl HE 3Haellb, KTO COXPAaHWI 3Ty HMH(pOpMalMIO, ToNaja JU OHAa B
MTOMCKOBBIE CHCTEMbI U COXPaHWJIACh JIU OHA, a [VIABHOE: YTO MOAYMAIOT O TeOe OKpYKAIOIIKE JIIOAHU,
KOTOpbIE HAaWAYT U yBUIAT 3T0. HaifiThu MHQpOpMaIUio MHOro JIeT CIyCcTs CMOXKET JII000i - Kak u3
NOOPBIX MOOYXKJIEHUH, TaK U C HAMEPEHUEM IPUUUHUTH Bpel. DTO MOKET ObITh KTO YTOIHO.
OcHoBHbBIE COBETHI 10 3a1MTe HM(POBON penmyTanuu:

1. IToxymaii, mpex e ueMm 4To-To MyOJUKOBaTh U MepeaaBath y cedsi B 6J10T€ WK B COIMATBLHOM CETH;
2. B mnacrpoiikax mnpouis yCTaHOBM OrpPaHMYEHHUS Ha MPOCMOTP TBOEro MNpodmis U €ero
COJIEPKUMOT0, ClIeJIall €ro TOJIBKO "1uist 1py3en’;

3. He pa3memaii u He yka3biBail HHPOPMALIHIO, KOTOPask MOXKET KOTr0-TM00 OCKOPOJIATH I 0OMXKATh.
ABTOpPCKOE PaBo

CoBpeMeHHbIe HIKOJBHUKH - aKTHBHBIE MOJIb30BaTeIN HU(PPOBOro mpocrpancTBa. OJHAKO AAJIEKO He
BCE 3HAIOT, YTO MOJIb30BaHNE MHOTUMHU BO3MOKHOCTSIMH IIU(PPOBOTO MUpa TpedyeT COONI0ACHUS TPaB
Ha MHTEJJIEKTYAJIbHYIO COOCTBEHHOCTD.



Tepmun "uHTEIIEKTyaJdbHasE COOCTBEHHOCTh" OTHOCHTCS K Pa3IMYHBIM TBOPEHHSIM YEJIOBEUECKOTO
yMa, HauyuHas ¢ HOBBIX M300peTEeHH M 3HAKOB, 0003HAUYAIOIIMX COOCTBEHHOCTh Ha MPOIYKTHI M
yCIyrd, W  3aKaHuMBasg KHUramu, QororpagusiMu, KUHOQUIBMAMH U MY3bIKaJbHBIMU
IIPOU3BENECHUSMU.

ABTOpCKHE TpaBa - 3TO NpaBa Ha HMHTEIUICKTYaJbHYI0 COOCTBEHHOCTh Ha IPOM3BEICHUS HayKH,
JUTEpaTyppl M MCKycCTBA. ABTOPCKHE IIpaBa BBICTYNAOT B KaueCTBE TapaHTUU TOrO, YTO
MHTEJUIEKTYaJIbHBINH/TBOPUECKUI TPy aBTOpa He OylIeT HalpacHbIM, AAaCT €My CIIpaBelIMBbIE
BO3MOKHOCTH 3apaboTaTh Ha pPe3yJibTaTax CBOETO TPY/a, MOIYYUTh U3BECTHOCTH U Mpu3HaHue. HUkro
0e3 pa3peleHHs aBTopa HE MOYKET BOCHPOM3BOJAUTH €ro MPOU3BEIEHHUE, PACIPOCTPAHSITh, IyOJINYHO
JIeMOHCTPHPOBATh, MPOJAaBaTh, HMIIOPTUPOBATh, IYCKaTh B NPOKAT, MYOJWYHO HCHOJHSITH,
II0Ka3bIBaTh/UCIIONHATE B 3(upe win pa3meniars B IHTepHere.

Hcnonk3oBanue "mUpaTcKOro" MporpaMMHOTO 00ECIIEYeHUSI MOXKET MPUBECTH K MHOTHM PUCKAM: OT
[OTEPU JAHHBIX K TBOMM aKKayHTaMm J0 OJOKMPOBKM TBOErO YCTPOMCTBA, TIJ€ YCTaHOBIJIEHA
HelerajgbHas mporpamma. He ctouT Taxke 3a0bIBaTh, YTO CYIIECTBYIOT JIeTajbHBIC M OECIUIaTHBIE
IIPOrpaMMbl, KOTOPbIE MOXKHO HalWTH B CETH.

O nopraJe

CeteBruOK.p¢ - TBOH INIaBHBIM COBETUYMK B CETU. 37€Ch Thl MOXEIb y3HATh O O€30M1aCHOCTH B CETH
MOHATHBIM M JIOCTYIIHBIM SI3bIKOM, a NPH BO3HHUKHOBEHHUH KPUTUYECKOM CUTYaIlMH OOpaTUTHCA 3a
COBETOM. A TakXe MPUHATh y4acTUe B KOHKYpCaxX U CTaTh CaMbIM LU(GPOBBIM I'PakJaHUHOM!



